IHamsaTka
AJist o0yqaromuxcst 00 HH(POPMaNMOHHOH 0€30NIACHOCTH JAeTeH
HEJIb34

1.  Bcem moapsa cooOmark CBOK YacTHYIO HHpOpMaIHio (HacTosmme umsl, haMuinio, TeaedoH,
azpec, HOMep IIKOJIBL, @ TakkKe (PoTorpauu CBOM, CBOCH CEMbH U py3eii);

2. OTKpbIBaTh BIOKEHHBIE (hailsIbl HIEKTPOHHOMN MOYTHI, KOTIa HE 3HACIb OTIPABUTEIS;

3. I'pyOutsh, npuanparhcs, OKa3bIBaTh JaBJI€HHE — BECTU ce0sl HEBEKJIMBO U arpECCHBHO;

4. He pacnopspkaiics [eHbraMu TBOCH ceMbH 0€3 pa3pelleHHs CTapIIMX - BCEerja CIpalliuBaii
poauTeneu;

5. He Bcrpeuaiics ¢ MHTEpHET-3HAKOMBIMHM B PEAJIbHOM >KU3HM - IOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY J0BEpPSEIIb.

OCTOPOXXHO

1. He Bce numyt npasny. Yurtaeus o cebe HenpaBay B MHTepHeTe — cO00IM 006 3TOM CBOUM
POIUTEINSIM UM OTIEKYHAM;

2. llpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIU M10/IBOXA,

3. Hesakonnoe xonpoBanue ¢aiisioB B UHTepHEeTe - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOCibIM O Mpo0sieMax B CETH - OHU BCET/ia IOMOTYT;

5. Hcnonb3yil HacTpoiku 6€30MacCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATh CBOU aKKAayHTHI B
COLICETSIX M JPYrHX MopTajax.

MOXHO

1. VBaxaii qpyrux nojab3oBarenei;

2. llonp3yembes HTEpHET-UCTOUHUKOM - Ie€JIail CCHUIKY Ha HETO;

3. OTkpbIBaii TOJBKO T€ CCBHUIKH, B KOTOPBIX YBEpEH;

4. OOmarbcs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbl M aJMUHUCTpAlMs CaTOB BCETJa
MIOMOTYT;

5. Ipoiigu oOydyenue Ha caiite «CeTeBUYOK» U MOTyYH MacmopT HU(poBOro rpaxkaaHnuHal

Nudopmanuonnas namMaTKa A1 00y4aromuxcs 1JIsl pa3MelieHus Ha 0(puunaabHbIX
HNurepHer-pecypcax

C KaKIbIM I'OA0M MOJIOACKHU B UHTCPHECTC CTAHOBUTBHCSA 6OJ'IBI_I_IC, a KOJBbHHUKH OJHH U3 CaMbIX
aKTUBHBIX MOJIb30BaTelIeH PYHeTa. Mencz(y TEM, IIOMHUMO OTPOMHOI'0 KOJMYCCTBA BO3MOXKHOCTEH,
HHTCPHET HECCT U HpO6HeMBI. OTa mamsTKa JO0JDKHa IIOMOYb Tebe Oe30macHo HaXOOUTHBCA B CCTH.

KomnbrorepHbie BHpPYyChI

KoMIbploTepHBIE BHpPYC - 3TO pPAa3sHOBUJIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CHOCOOHOCTH K Pa3MHOXEHHIO. B omnonHenue kK 3ToMy, BUPYCHI
MOTYT MOBPEIUTh WM TOJHOCTBIO YHHYTOXHTH Bce (ailiapl M JaHHbIE, MOJKOHTPOJIbHbIE
M0JIb30BATENI0, OT UIMEHU KOTOPOro ObliIa 3alylleHa 3apakeHHasi IporpaMMa, a TakKe MOBPEIUTh
WIN JaXXe YHUYTOXHUTH ONEPALMOHHYIO CUCTEMY CO BceMH (ailamu B 1enoMm. B OosbiinHCTBE
CJIy4aeB paclpOCTPaHSAIOTCA BUPYChl YEPE3 UHTEPHET.

Memoowt 3augumot om 6pedOHOCHBIX NPOPAMM.



1. Hcnonb3yit cOBpeMEHHBIE OIIEPALIMOHHBIE CUCTEMbI, UMEIOLINE CEPHE3HBIM YPOBEHD 3AIIUTHI
OT BPEIOHOCHBIX IIPOrPAMM,;

2. TlocrossHHO ycraHaBnuBail mnadtd (UQpoBBIE 3amIaTKM, KOTOPbIE ABTOMATHYECKH
YCTaHABJIMBAIOTCS C IETbIO JOPAOTKU MPOTpaMMbl) U JPyrue OOHOBJICHHUS CBOCH OINEpallOHHOIM
cucrembl. CkauMBail MX TOJIBKO ¢ oduimansHoro caifta paspaborunka OC. Ecnu cymectByer
PEKUM aBTOMATHYECKOr0 OOHOBJICHHUS, BKJIIOUH €T0;

3. PaloTaii Ha cBOEM KOMIIbIOTEpE I0J] IpaBaMM MOJIb30BATENs, @ HE aIMUHHUCTpaTopa. DTO HE
MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAUIMPOBATHCS HA TBOEM IEPCOHATBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHbIE NPOrPAaMMHBIC MPOAYKTHl HM3BECTHBIX MPOU3BOJUTENCH, C
aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. OrpaHuyb GpU3MYECKHI TOCTYI K KOMIBIOTEPY s TIOCTOPOHHUX JIUII;

6. Mcrnonp3yil BHEUIHME HOCHUTENM HH(POpPMALMHM, Takue Kak ¢riemika, IUcK win ¢dain u3
MHTEPHETA, TOJIBKO U3 MPOQEPEHHBIX HICTOUHUKOB,

7. He otkpbiBaii koMIbIOTEpHBIE (Dailiibl, OTYYEHHBIE M3 HEHAISKHBIX MCTOYHHMKOB. Jlaxe Te
(ailsiel, KOTOpPBIE MPHUCIIAT TBOM 3HAKOMBIH. Jlydllle yTouHH y HEro, OTIIPABIISI JIU OH Tebe uX.

Cern WI-FI

Wi-Fi - 3T0 He BUJ mepenaun JaHHBIX, HE TEXHOJOTHUs, a BCero Juiib OpeHs, Mapka. Eme B 1991
rojly HHAepIaHAcKas KommaHus 3apeructpupoBaia Openny «WECA», uyto o0003Ha4ano
cnoBocoueranue «Wireless Fidelity», koTopslii mepeBoIUTCS Kak «OeCpOBOIHASI TOYHOCTBY.

Jlo Haiero BpeMeHH JoliIa ipyrasi abOpeBuaTypa, KoTopasi sBJISETCS TAKOH K€ TEXHOJIOTHe. ITo
abopeBuatypa «Wi-Fi». Takoe Ha3BaHME OBUIO JaHO C HAMEKOM Ha CTaHIAPT BHICHIMH 3BYKOBOM
texHuky Hi-Fi, uTo B nepeBoie 03HauaeT «BBICOKAsI TOYHOCTHY.

I[a, OecrIaTHBIN HHTCPHECT-AOCTYII B Ka(be, OTCIKIX UM adponoprax sABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJa B MHTCPHCT. Ho Muorue 9KCHCPThI CHUTAIOT, YTO 06H_IGILOCTYHHBIC Wi-Fi
CETHU HE SIBJISIOTCS O€30MMacHbBIMH.

CoBetsbl 0 6e30nacHocTH padore B 00menoctynubix cersax Wi-fi:

1.  He mepenaBaii cBoro Ju4Hyt0 nHpopmanuio depe3 obmenocrynasie Wi-Fi cetn. PaboTas B
HUX, JKeJIaTelIbHO He BBOJUTH MApOJIM JOCTYIA, JOIMHBI U KaKue-To HoMepa,

2. Hcnonb3yili M OOHOBJSI aHTHUBHpPYCHBIE MporpamMmbl M OpaHamayep. Tem cambIM Thl
obe3onacunib ceds OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Tlpu ucnonp3oBanun Wi-Fi otkmoun ¢yskimo «OO0mmii goctyn K (daiiaM U mpuHTEpaM».
JanHas QyHKIMS 3aKpbITa 110 YMOJIYaHUIO, OJHAKO HEKOTOpbIE MOJIb30BATENIN aKTUBUPYIOT €€ IS

y100CTBa UCIIOJIB30BaHMS B paboTe UiIH yueoe;

4. He ucnons3yit myomuunsiii WI-FI o nepenaun TUYHBIX NaHHBIX, HAIpUMEp ISl BBIXOJA B
COIMAIIbHBIE CETH WJIU B JIEKTPOHHYIO TIOUTY;

5. Hmnonw3yii Tonpko 3amminennoe coequHenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
aznpeca BBOAM UMEHHO «https://»;

6. B moOmibHOM Tenedone otkimoun Gynkuuto «Iloakmouenue k Wi-Fi aBTomarndyecku». He
JIOTyCKai aBTOMaTHYEeCKOTo NOJKII0YeHus ycTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero cornacus.

CounajabHble ceTH



ConmanbHble CETH aKTHMBHO BXOJAT B Hally XH3Hb, MHOTHE JIOIU pabOTalOT U JKUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan MuILIHap,] 4€IOBEK, YTO SBISIETCS OJHOW CEIbMOi
BCEX JKUTeNEH IuiaHeTsl. MHOTME MOIb30BaTeNd HE NMOHMMAIOT, YTO WH(pOpMAaNHs, pa3MelleHHas
UMHU B COLIMAJBHBIX CETAX, MOXKET OBITh HaiJieHAa W HCIOJIB30BaHA KEM YrOJHO, B TOM 4YHCIE HE
00s13aTeNbHO ¢ OJaruMu HaMePEeHHUSIMH.

OcHoeHble coéempl O 6e30nACHOCU 6 COUUAIbHBIX CEMAX.

1. Orpanuup cnucok napyseil. Y Tebs B APY3bAX HE JOJKHO OBITH CIy4alHBIX U HE3HAKOMBIX
JOJEH;

2. 3amminail cBOIO YaCTHYIO >KM3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JaTy TBOETO
POXICHUSA W JAPYrYIO0 JHYHYIO HH(GOpMAIUio. 3JI0YMBIIUIEHHUKA MOTYT HCIIOJIBb30BaTh Jaxe
UH(OPMAIIMIO O TOM, KaK Thl ¥ TBOM POJUTENH IIJIAHUPYETE IPOBECTH KAHUKYJIbI;

3. 3ammmaii CBOIO pemyTaluio - JepXKHU €€ B YUCTOTE W 3ajaBail cebe BOMpPOC: XOTen ObI Thl,
9TOOBI Apyrue NOJB30BAaTENM BUJENH, YTO Thl 3arpyxkaems? [logymait, mpexae 4yeM YTO-TO
OmyOJIMKOBATh, HATIMCATH U 3arPy3UTh,

4. Ecnu Tl TOBOPHIIB C JIIOJIbMHU, KOTOPBIX HE 3HAEIlb, HE HUCHOJb3yH CBOE pealbHOE UMS U
JIPYTyIo JUYHYIO HHGOPMAIMK: UMSI, MECTO )KHTEIbCTBA, MECTO y4eObl U Ipouee;

5. WM30Oeraii pasmemenus (otorpaduii B MuTepHere, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOH MOXHO OIPEIEeTUTh TBOE MECTOIOJIOKECHHUE,

6. Ilpum peructpauuu B COLUMAIBHOW CETH HEOOXOJMMO HCIIONB30BAaTh CJOXKHBIE MAPOJIH,
cocrosire u3 OyKB U IIUQP U ¢ KOJTNIECTBOM 3HAKOB HE MeHee 8;

7. Jlns coumanbHON CEeTH, MOYTHI M JPYTUX CAaWTOB HEOOXOJUMO HCIIOJIB30BATh Pa3HbIC MAPOJIH.
Torga ecnu Te0s1 B3IOMAOT, TO 3JIOYMBIIIIEHHUKY MOIYYaT JAOCTYI TOIBKO K OJTHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHBIE IeHbI'H

BHCKTPOHHLIC JACHBI'M — OTO OYCHb y,[[O6HBII>i CIoco0 IUIaTeXel, OJHaKo CYHIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HNOJYYUTh 3TU ACHBI'U.

3JICKTpOHHLIC ACHBI'M MMOSABUIIMCH COBCEM HECAABHO U UMCHHO HU3-3a 3TOI'0 BO MHOTUX IoCydapCTBax
A0 CHX IOP HE MPOIMHMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHH (I)YHKL[I/IOHI/IpyIOT U O HUX YyXKC INPOMNHUCAHO B 3aKOHC, I'IC UX PA3ACIIAIOT Ha
HECKOJIbKO BHUJOB - aHOHMMHBLIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3peiracTtcsa MNpPOBOAWUTL OIICpalluU 0e3 I/II[eHTI/I(bI/IKaI_II/II/I IIOJIB30BAaTCIIsl, a B
HCAaHOHUMHBIX I/IIleHTI/I(I)I/IKaI_II/II/I MI0JIb30BaTEIS ABJISICTCS 00s3aTEIBHOM.

Taxoxe CJICOAYCT pa3jindaThb 3JICKTPOHHBIC (I)I/IaTHBIC JACHbBI' (paBHBI rocyaapCTBCHHbIM BaJ'IIOTaM) u
QJICKTPOHHBIC He(bPIaTHBIe JACHbI' (He PaBHBI TOCYAapCTBCHHBIM BaJ'IIOTaM).

Ocnosnvle cogemout no 6e30nacHoll padome ¢ INEKMPOHHBIMU OCHb2AMU .
1. TIlpuBskxu Kk cuery MOOWIBHBIH TenepoH. DTo camblif yHOOHBIH W OBICTPBIA cHOCOO

BOCCTAaHOBUTh JOCTyll K cuery. [IpuBs3aHHbIi TeneoH MOMOXET, ecinu 3alynaerib CBOWM
IJIATEKHBIA MapOJIb WM 3aUJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA,



2.  Hcnonbsyii ogHopaszoBeie naponu. [locne mepexosa Ha yCHIIEHHYIO aBTOPU3ALMIO TeOe yxke
He OyJeT yrpoXkarh OIMacHOCTh KPaXKH WM MepexBaTa IIATeKHOTO MapoJs;

3. BriGepu cnoxueiii mapons. IIpectymHukam OyneT He NMPOCTO yrajaTh CIIOXKHBIM Maposib.
Hanexunsie naponu

— 93TO MapoJid, KOTOpBIE COJAEp)KaT HE MeHee 8 3HAaKOB M BKJIIOYAIOT B ceOs CTPOUYHBIE H
NponucHble OyKBBI, IUGPbBI M HECKOJbKO CHUMBOJIOB, TaKWe KakK 3HaK joiapa, (¢QyHTa,
BOCKITMIIATENbHBIN 3HaK ¥ T.11. Hampumep, StRONQ!;

4. He BBOJM CBOM JIMYHBIE JAHHBIC HA CaliTaX, KOTOPHIM HE TOBEPSIEIIb.

DJIEKTPOHHAS 10YTA

OJNEeKTpOHHAs IOYTa — JTO TEXHOJIOTHS WU MPEAOCTABISIEMBIE €10 YCIYTH IO IEPECBUIKE U
MOJIydCHUIO DJICKTPOHHBIX COOOIIEHUH, KOTOpbIE pACHpPENeNiOTCs B KOMIBIOTEPHOH CETH.
OO6b1uHO AJIEKTPOHHBIN IIOYTOBBIN ALK BBITJISUT CJIEIYIOILUM oOpazom:

UMS_TI0JIb30BATENA(@UMSL_JoMeHa. Takke KpomMe Tepelaud MPOCTOr0 TEKCTa, HMeeTcs
BO3MOJKHOCTb TepeiaBaTh (pauibl.

Ocnoenble coéemul no 6e30naAcHoOl paﬁome c .’)Jlel(mpOHHOﬁ noumoii.

1. Hapmo BbIOpaTh mNpaBWIBHBIA IMOYTOBBIK CepBUC. B UHTEpHETE €CTh OrPOMHBII BBIOOP
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ile JOBEPSATH TEM, KOTO 3HACHIb U KTO MEpBBIA B
pEUTHHTE;

2. He yxkaspiBali B JMYHOW mouTe IMuHyl0 uHpopmanuio. Hampumep, nyumie BbIOpaTh
«My3bIKabHbIN _(haHaT@>» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yil IBYX3TallHYyI0 aBTOPU3ALMIO0. JTO KOTJa MOMHUMO Iapojisi HY)KHO BBOJUTH KO,
IIPUCBHUIAEMBIH 110

SMS;

4. Bpibepu CIOXKHBIA Mapoib. [ KakaI0ro MOYTOBOTO SAIIUMKA JOJKEH ObITh CBOW HAJECKHBIMH,
YCTOMUYMBBIN K B3JIOMY 1apOJIb;

5. Eciu ecTb BO3MOXXHOCTH HAaIlMCaTh CcaMOMy CBOM JIMYHBIM BOIIPOC, I/ICHOHB3yﬁ 9Ty
BO3MOKHOCTb,

6. Mcnonb3yil HECKOJIBKO TMOYTOBBIX SIITUKOB. [IepBbIi Ul 4aCTHOW MEPENUCKH C aJipecaTamMi,
KOTOPBIM ThI JIOBEpPSCIIb. JTO 3JIEKTPOHHBIA aJpec HE HAJ0 UCIOIb30BATh NPHU PETUCTpAIMU Ha
dopymax u caiftax;

7. He oTkpbiBail Qaiinsl U Apyrue BIOKEHUS B MUCbMAax Ja)Xe €CIM OHU HPUILIH OT TBOUX
npys3eil. Jlydie yTouHM y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (ailibl;



8. TIlocime oxoH4aHUWs PaOOTHl HA TOYTOBOM CEPBHCE INEPEi 3aKPHITHEM BKIIAJKH C CAHTOM HE
3a0y/b HaXaTh Ha «BRIATH».

Ku6epOyinHT WM BUPTYaJbHOE H3/1€BaTel1bCTBO
KubepOymauHr — mpeciieJoBaHue COOOLICHUSAMH, COJACP)KAIIMMHU OCKOpOJICHHS, arpeccHro,
3alyruBaHue; XYJIWTaHCTBO, COLMAIbHOE OOWKOTHPOBAHHE C TMOMOUIBIO PA3IUYHBIX HHTEPHET-
CEpPBUCOB.
OcHoenbvle cogemul no 60pvoe c KUdGepoyYIIUHZOM:
1. He Opocaiicsa B 60#. JIydmmii croco0: mOCOBETOBAThCS Kak ceOsi BECTU U, €CIM HET TOro, K
KOMY MOXHO 0OpaTuThCs, TO BHaYajle YCIIOKOUThCA. Eciau Thl HaYHENIb 0TBEYAaTh OCKOPOICHUSIMU
Ha OCKOPOJIEHUS, TO TOJBKO €I1e O0JIbIIe Pa3oxkKellb KOH(IHKT;

2. Ympasisi cBoeit kubeppemnyranuei,

3.  AnHOHMMHOCTH B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHHUMHBIM
aKKayHTOM;

4. He cToMT BeCTH XyJUTaHCKUH 00pa3 BUPTyaslbHOH ku3HH. MIHTEepHET (puKcHUpyeT Bce TBOU
JEUCTBUS M COXpaHAET UX. Y JaJUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoOmronait cBOI BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOHMTENbHBIE COOOIICHUS JIydIlIe
UTrHOpUpoBaTh. OOBIYHO arpeccHst MPEeKpaIlaeTcs Ha HauyaJIbHOM CTauy,

7.  bau arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHHSIMH, B COIIMAILHBIX CETIX
€CTh BO3MOYKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHHH C OTIPE/ICIEHHBIX a/IpECOB,;

8. Ecuu 1B cBUneTens kuOepOyiuHra. TBOM JEWCTBUS: BBICTYIUTH IPOTHB IPECIEIOBATEINS,
[I0KA3aTh €My, YTO €ro JEUCTBHs OLICHUBAIOTCA HETaTUBHO, IOIIEPKATH KEPTBY, KOTOPOU HYKHA
MICUXOJIOTUYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (DAKTE arpecCUBHOIO OBEJICHUS B CETH.

MoOuabHbIi TeseoH
CoBpemenHble cMapT(HOHBI U TUIAHIIETH COJEp)KaT B ceOe BIOJHE B3POCHbIN (YHKIMOHAN, U
TENepb OHU MOTYT KOHKYPUPOBaTh CO CTAIIMOHAPHBIMHU KOMIIbIOTepamMu. OJIHAKO, CPEJICTB 3aLIUThI
JUISE TIOJOOHBIX YCTPOMCTB TOKAa OYeHb Mayo. TecTHpOBaHWE W TOUCK YSI3BUMOCTEH B HUX

MPOUCXOAUT HEC TaK UHTCHCUBHO, KaK JJIs1 HK, TO 7K€ cCaMO€ KacaeTcs U MOOMIIbHBIX HpHHOX(CHHﬁ.

COBpCMCHHBIC MOOUJILHEIC 6pay3epbl YKE€ NPAKTHYCCKHU NOTHAJIM HACTOJIBHBIC aHAJIOTHW, OJHAKO
pacIupeHuc (byHKI_II/IOHaJ'Ia BIIEUET 3a COOOM 60.IIBI_HYIO CJIO)KHOCTH U MCHBIIIYIO 3allIUIIICHHOCTD.

Jlanexo He Bce MPOM3BOIUTENN BBIITYCKAalOT OOHOBIICHHS], 3aKPhIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUISl CBOUX YCTPOMCTB.

Ocnosnvle cogemol 01 6e€30nACHOCHU MOOUIbHO20 menedona:

1. Huuero He sBmsgercs MMOo-HacCTOAIIEMY OCCIIIaTHBIM. By,I[B OCTOpPO’KCH, BCIb KOTOa Tebe
npeaiararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBIThI KaKHUE-TO MJIATHBIC YCIIYTH,



2. ymaii, mpexae ueM otrpaButh SMS, ¢oto minm Buaeo. Thl TOUHO 3HACIIB, T/I€ OHU OYIyT B
KOHEYHOM UTOre?

3.  Heo06xoaumo 0OHOBIATH ONIEPALIMOHHYIO CUCTEMY TBOETro cMapT(doHa,
4. Hcnonb3yit aHTHBUPYCHBIC TIPOTPAMMBbI JUISI MOOMIIBHBIX TEJIC(OHOB;

5. He 3arpyxail NpuiaoXeHHUs OT HEU3BECTHOTO HCTOYHHUKA, BEAb OHU MOTYT COJEpXKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecTieueHue;

6. Ilocie Toro Kak ThI BBIIIEIIb C CaliTa, I71€ BBOAWI JIMYHYIO HHPOPMALIHIO, 32l B HACTPOUKHU
Opay3epa u yaamu CooKies;

7. Ilepuoauyecku NpoBepsAl Kakue MaTHbIE YCIYI'H aKTUBUPOBAaHbI HA TBOEM HOMEDE;

8. JlaBaii cBoii HOMep MOOMJIBHOro Tele(OHA TOJNBKO JIIOJSAM, KOTOPBIX Thl 3HACIllb U KOMY
JOBEpsICIb,

9. Bluetooth nomkeH ObITH BBIKJIIOUYECH, KOTJa Thl UM HE MoJib3yelibcs. He 3a0biBail MHOTAA
MIPOBEPSTH ITO.

Online urpsr
CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacOYHbIC, 3aXBATHIBAIOLIME PA3BICUYCHUs, OOBEAMHSIIONIIEC
COTHH TBICSY YEJIOBEK 10 BCeMy MUpPY. rpoku McCleayroT NaHHBIA UM MHUD, OOIIAIOTCS IPYTr C
APYroM, BBIOJHSAIOT 33/IaHHS, CPAXKAIOTCS C MOHCTPAMH U TOJIYYarOT OMBIT. 32 YAOBOJIbCTBUE OHH
IUIATST: TOKYIAIOT JMCK, OIIAYMBAIOT a0OHEMEHT WIIM IIPHOOPETAIOT KaKUEe-TO OIIIUH.
Bce atu cpeactBa uayT Ha HOJJEpKaHUE M PAa3BUTHE WIPHI, a TaKKe Ha caMy O€30IacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPU3AIIMH, BHIITYCKAOTCSI HOBBIC ATyl ((POBBIC 3aIUIATKH JUIS

IpOrpamMm), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT OnacaTrbCs HE CTOJIBKO CBOMX COIEPHHKOB, CKOJBKO KPa’KU TBOETO
napoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALMH OOJIBIIMHCTBA UTP.

OcHoenble coéemul no Ge30NACHOCMU HE0e20 Uuzpo6020 aKKaynma.

1. Ecnm npyroif urpok Bener ceds MIOX0 MM cO3AaeT TeOe HeMpUATHOCTH, 3a0JI0KUpYH ero B
CIMCKE UTPOKOB;

2. Tloxamyiics aAMUHUCTpaTOpaM HIPbl Ha IUIOXOE MOBEJIEHHE A3TOT0 MIPOKA, >KEIATEIBHO
IIPUJIOKUTH KaKHE-TO J1I0KA3aTeNIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii mTMuHyI0 HHPOPMALUIO B TIpodaiiie urpsl;
4. VYBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIMaIbHBIE TATYN U MOJIBI;

6. Vcrosb3yii cI0XKHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKIIOYaTh aHTHBHUpPYC. [IoKa ThI Urpaeiib, TBOH KOMIBIOTEP
MOT'YT 3apa3uTh.

@OUIIUHT WK KpaiKa JUYHBbIX TaHHbIX



OOBIYHON Kpaxkell JeHer W JOKYMEHTOB CETOJIHS Y€ HHKOTO HE YAWBUIIb, HO C Pa3BHTHEM
WHTEPHET-TEXHOJIOTH 3I0YMBIIUICHHUKH IEPEMECTUIINCHh B HHTEPHET, U MPOJIOIIKAIOT 3aHUMATHCS
«WIFOOUMBIM» JIEJIOM.

Tak mosiBUJIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJaBHAs IE]Ib KOTOPOTO
COCTOUT B MOJYYCHUU KOH(DHICHIIMATIBHBIX JAHHBIX MOJIb30BaTENe — JIOTMHOB M mapoJeit. Ha
aHrmMiickoM si3bike phishing uuraercs kak ¢ummar (ot fishing — peiOHas nosns, password —
1apoJb).

OcHoenble cogemul no 60pvoe ¢ puuwiunzom:

1. Cnemu 3a cBOMM akkayHTOM. Ecnu Thl Moj0o3peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHA, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHHUCTpATOpaM pecypca o0 3TOM KaK MOXHO
cKopee;

2. Hcnounb3yit 6e30macHble BeO-CaThl, B TOM YHCIIE, HHTEPHET-MAra3uHOB U TOMCKOBBIX CUCTEM,

3.  MHcnone3yil cnoxHble M pasHble Hapoiau. Takum oOpa3oMm, ecind TeOs B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MOJy4aT AOCTYH TOJBKO K OJTHOMY TBOEMY NPO(UIIIO B CETH, a HE KO BCEM;

4. Eciau T1ebs B3lOMalM, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
nobaBneHbl y TeOs B APY3bSAX, O TOM, UYTO TeOs B3JIOMAIM U, BO3MOXHO, OT TBOETO MMEHHU Oyer
pacchlIaThCs CllaM U CChUIKH Ha (DUIITMHTOBBIE CANTHI;

5. Ycranosu Hanexuslil napoab (PIN) Ha MOOMIBEHBIN TenedoH;
6. OrTkiIroun coxpaHeHHUe Mapoisi B Opaysepe;

7. He oTkpbiBail Qaiinbsl U Apyrue BIOKEHUS B MUCbMAax JaXe €CIM OHU HPUILIH OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTIPABIISLIN JIK OHU TeOe ITH (aillibl.

Hudposas penyrauus

[udpoBas pemyramust - 3TO HEraTMBHAs WIM MO3UTHBHAas HH(opMamus B ceTd O Tebe.
Komnpomerupyromas uHpopManus pa3MelleHHas B HHTEPHETE MOXKET CEpbe3HBIM 00pa3oM
OTpa3uTbcs Ha TBOEW peanbHOU *u3HH. «LludpoBas pemyranus» - 3T0 TBOH UMUK, KOTOPBIHA
dbopmupyetcst u3 nHbopMaIuu o Tede B UHTEPHETE.

TBoe MECTO KHMTEIbCTRA, y‘leGLI, TBOC (I)I/IHaHCOBOQ IIOJIOKCHUC, 0COOCHHOCTHU XapakTepa Hu
paccka3bl O OJIM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue TOJAPOCTKHA JIETKOMBICIEHHO OTHOCATCS K MyONUKalUMu JIUYHOW HHpopManmuu B
WutepHeTe, HE MOHUMAas BO3MOXHBIX MOCIIEACTBUIN. ThI Jake HE CMOXKEIIb JIOrafaTbCs O TOM, YTO
dororpadus, pa3melieHHas S JeT Ha3ajd, cTaja NPUYMHOM OTKa3za NpPUHATH TeOs Ha paboTy.



Kommenrtapuu, pazmerienue TBoux (otorpaduii M apyrue JeMCTBUS MOTYT HE HCUE3HYTH JaxKe
MOCJIE TOTO, KaK Thl UX yAaIUIIb. Thl HE 3HACIIb, KTO COXPaHWI 3Ty HH(POPMAIIHIO, IToTasa JIh OHa
B TOMCKOBBIE CHUCTEMBI M COXpPaHMJIACh JIM OHA, a TJIABHOE. YTO MOAYMAIOT O TeOe OKpyKarolee
JOIM, KOTOPbIE HAWAYT U YBUIAAT 3T0. HaliTu mH(OpMAaLMI0 MHOTO JIET CILyCTS CMOJKET JII0OOH -
KaK U3 JOOPBIX MOOYKICHH, TaK U C HAMEPEHUEM NPUUYUHUTH BPEl. ITO MOXKET OBITh KTO YTOIHO.

OcHoBHbBIE cOBeThI IO 3amMTe HH(POBOIH penyTanuu:

1. Tlomymaii, mpex/je 4eM 4TO-TO MyOJIMKOBATh U MepeaaBarh y ceOs B O6J0re WM B COLMATIBHOM
ceru;

2. B mHacrtpoiikax mpo¢wis yCTaHOBM OTpaHHUYEHUS Ha IMPOCMOTP TBOEro mpoduist u ero
COAEP)KUMOTO, CIIETIal €0 TOJIBKO <« IPYy3En»;

3. He pa3memaii u He ykasbiBail HHGOpPMAIIHIO, KOTOPasi MOXKET KOr0-JIMO0 OCKOPOIATH
WM o0mXaTh. ABTOPCKOE ITPaBoO

CoBpeMeHHbIE MIKOJIbHUKU- aKTUBHBIE IOJIb30BATEIN LU(PPOBOro mpoctpaHcTBa. OIHAKO JaieKko
HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTYMH BO3MOXKHOCTSIMU IIU(PPOBOro Mupa TpedyeTr coOtoqeHns
[paB Ha UHTEJUICKTYAJIbHYIO COOCTBEHHOCTD.

TepMuH «UHTEIIEKTyalbHasi COOCTBEHHOCTH» OTHOCUTCS K PA3IUYHBIM TBOPEHHSIM YEJIOBEUECKOTO
yMa, HayMHasg C HOBBIX M300pEeTEeHH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTH HAa MPOAYKTHI H
yCIOyrd, W 3aKaHyuBas KHUTramu, ¢otorpadusMu, KUHOPUIBMAMH ¥ MY3bIKQIbHBIMH
[IPOU3BEICHUAMMU.

ABTOpCKHME TpaBa - 3TO MpaBa HAa MHTEIJICKTYAJIbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHHS HAYKH,
JUTEPAaTypbl W HUCKYCcCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KAauyeCTBE TapaHTUU TOrO, 4YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUH TPyl aBTOpa HEe OyIeT HamlpacHbIM, JAacT €My CIIPaBeIMBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3ynbTaTaX CBOETO TPYAd, MOJYyYUTh M3BECTHOCTh W IMpPHU3HAHUE.
Huxkro 0e3 pa3pelieHust aBTopa HE MOXET BOCIPOHM3BOJIUTH €0 NMPOU3BEJCHHE, PACIpOCTPAHATH,
NyOJIMYHO JIEMOHCTPUPOBATh, MpPOJaBaTh, HMIIOPTUPOBATh, IycKaTb B MpOKaT, IyOJIUYHO
UCTIOJHATD, MIOKA3bIBaTh/UCIIOIHATH B 2(Upe WM pa3Mmelnats B IHTepHeTe.

Hcnonw3oBanue LIIUPATCKOTO» MPOTrpaMMHOIO 00eCITeUeHHSI MOXKET NPUBECTU K MHOTMM PHCKaM.
OT IOTCPH JAaHHBIX K TBOUM aAKKAyHTaM 0 6J'IOKI/IpOBKI/I TBOCTO yCTpOf/'ICTBa, rac yCTaHOBJ'ICHHHﬁ
HC JICTaJIbHas MporpaMmma. He ctout takxe 336BIB2[TB, 4TO CYHICCTBYCT JICTAJIBHBIC U OecIIaTHEIC
nporpamMmal, KOTOPbIC MOXKHO HalTH B CETH.

O noprane

CCTCBI/I‘-IOK.p(I) - TBOM I'IaBHBIA COBETUYUK B CETH. 3IICCB ThblI MOKCIIb Y3HATH O 0€30IMaCHOCTH B CETH
IIOHATHBIM

U JIOCTYIIHBIM $I3bIKOM, @ P BOSHUKHOBEHHM KPUTHUECKOW CHUTYyallUH OOpaTHTHCS 32 COBETOM.
A TaxKe IPUHATH Y4acTHE B KOHKYPCax U CTaTh caMbIM U (PPOBHIM IpaxaaHuHOM !



